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lock-free atomic shared_ptr
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lock-free atomic shared_ptr



Copyright (c) Timur Doumler   |        @timur_audio   |    https://timur.audio 4



Copyright (c) Timur Doumler   |        @timur_audio   |    https://timur.audio 5

 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount; 1
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;

 control_block* cb_ptr;

shared_ptr<T>

2
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount; 1
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 void* obj_ptr;

 T* obj;

control_block

 atomic<size_t> refcount; 0
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 void* obj_ptr;

control_block

 atomic<size_t> refcount; 0
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lock-free atomic shared_ptr
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lock-free atomic shared_ptr
indivisible
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lock-free atomic shared_ptr
indivisible
race-free
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lock-free atomic shared_ptr
indivisible
race-free
thread-safe
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount; 1
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;

 control_block* cb_ptr;

shared_ptr<T>

2
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auto ptr = std::make_shared<widget>();


// Thread 1

auto ptr1 = ptr;


// Thread 2

auto ptr2 = ptr;


// This is fine :)
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auto ptr = std::make_shared<widget>();


// Thread 1

auto ptr1 = ptr;


// Thread 2

ptr = ptr2;
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auto ptr = std::make_shared<widget>();


// Thread 1

auto ptr1 = ptr;


// Thread 2

ptr = ptr2;


// This is undefined behaviour :(
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auto ptr = std::make_shared<widget>();


// Thread 1

auto ptr1 = std::atomic_load(&ptr);


// Thread 2

std::atomic_store(&ptr, ptr2);


// OK (deprecated in C++20)
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std::atomic<std::shared_ptr<widget>> ptr 

    = std::make_shared<widget>();


// Thread 1

auto ptr1 = ptr.load();


// Thread 2

ptr.store(ptr2);


// OK (since C++20:)
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std::atomic<std::shared_ptr<widget>> ptr 

    = std::make_shared<widget>();


// Thread 1

auto ptr1 = ptr;


// Thread 2

ptr = ptr2;


// OK (since C++20:)
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std::atomic<std::shared_ptr<widget>> ptr 

    = std::make_shared<widget>();


// Thread 1

auto ptr1 = ptr;


// Thread 2

ptr = ptr2;


assert(ptr.is_lock_free()); // false

static_assert(decltype(ptr)::is_always_lock_free)); // false
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lock-free atomic shared_ptr
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lock-free atomic shared_ptr
atomic operations in CPU
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lock-free atomic shared_ptr

suitable for low-latency / real-time
atomic operations in CPU
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lock-free atomic shared_ptr

suitable for low-latency / real-time
no priority inversion

atomic operations in CPU
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lock-free structures
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lock-free structures &

the ABA problem
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// Author: Herb Sutter


template<typename T>

class concurrent_stack {

    struct Node {

        T t;

        shared_ptr<Node> next;

    };

    atomic<shared_ptr<Node>> head;

    concurrent_stack(concurrent_stack&) = delete;

    void operator=(concurrent_stack&) = delete;


public:

    concurrent_stack() = default;

    ~concurrent_stack() = default;


    class reference {

        shared_ptr<Node> p;

    public:

        reference(shared_ptr<Node> p_) : p{p_} {}

        T &operator*() { return p->t; }

        T *operator->() { return &p->t; }

    };

42

    auto find(T t) const {

        auto p = head.load();

        p = p->next;

        return reference(move(p));

    }


    auto front() const { return reference(head); }


    void push_front(T t) {

        auto p = make_shared<Node>();

        p->t = t;

        p->next = head;

        while(!head.compare_exchange_weak(p->next, p))

            ;

    }


    void pop_front() {

        auto p = head.load();

        while (p && !head.compare_exchange_weak(p, p->next))

            ;

    }

};
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// Author: Herb Sutter


template<typename T>

class concurrent_stack {

    struct Node {

        T t;

        shared_ptr<Node> next;

    };

    atomic<shared_ptr<Node>> head;

    concurrent_stack(concurrent_stack&) = delete;

    void operator=(concurrent_stack&) = delete;


public:

    concurrent_stack() = default;

    ~concurrent_stack() = default;


    class reference {

        shared_ptr<Node> p;

    public:

        reference(shared_ptr<Node> p_) : p{p_} {}

        T &operator*() { return p->t; }

        T *operator->() { return &p->t; }

    };

    auto find(T t) const {

        auto p = head.load();

        p = p->next;

        return reference(move(p));

    }


    auto front() const { return reference(head); }


    void push_front(T t) {

        auto p = make_shared<Node>();

        p->t = t;

        p->next = head;

        while(!head.compare_exchange_weak(p->next, p))

            ;

    }


    void pop_front() {

        auto p = head.load();

        while (p && !head.compare_exchange_weak(p, p->next))

            ;

    }

};
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me in 2019
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Status Quo (April 2022):


•    MSVC ships with std::atomic<std::shared_ptr>

•   Not lock-free  

•    GCC 12 will ship with std::atomic<std::shared_ptr>

•   Not lock-free 

•    Clang does not ship with std::atomic<std::shared_ptr>
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•   Anthony Williams’ implementation, free version (proof of concept): 
   https://github.com/anthonywilliams/atomic_shared_ptr 

•   Folly’s implementation, by Dave Watson (production): 
   https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h 

•   Vladislav Tyulbashev’s implementation (proof of concept): 
   https://github.com/vtyulb/AtomicSharedPtr 
 

https://github.com/anthonywilliams/atomic_shared_ptr
https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h
https://github.com/vtyulb/AtomicSharedPtr
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•   Anthony Williams’ implementation, free version (proof of concept): 
   https://github.com/anthonywilliams/atomic_shared_ptr 

•   Folly’s implementation, by Dave Watson (production): 
   https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h 

•   Vladislav Tyulbashev’s implementation (proof of concept): 
   https://github.com/vtyulb/AtomicSharedPtr 
 

Huge thanks to Anthony Williams, David Goldblatt, and Vladislav Tyulbashev!

https://github.com/anthonywilliams/atomic_shared_ptr
https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h
https://github.com/vtyulb/AtomicSharedPtr
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;double compare-and-swap
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;

double-width compare-and-swap 
(DWCAS)
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split refcount 
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split refcount 


“It’s sort of a folk algorithm.”

                                  — David Goldblatt
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•   Dmitry Vyukov: “Differential Reference Counting” 
   https://www.1024cores.net/home/lock-free-algorithms/object-life-time-
management/differential-reference-counting 

•   Anthony Williams: “C++ Concurrency in action” 
   Manning Publications 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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

std::atomic<std::shared_ptr<T>>
control_block

 atomic<size_t> global_refcount; atomic<size_t> local_refcount;

atomic
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template<typename T>

class atomic<shared_ptr<T>> {

    struct counted_ptr {

        control_block* cb_ptr;

        size_t local_refcount;

    };


    atomic<counted_ptr> atomic_cptr;

    static_assert(decltype(value)::is_always_lock_free);


    // ...

};

64
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atomic copy: basic idea


•   atomically increment local_refcount

•   get current [cb_ptr, local_refcount] pair

•   try to sync refcounts:


•   atomically increment cb_ptr->global_refcount

•   atomically decrement local_refcount

•   if another thread modified [cb_ptr, local_refcount] in the meantime: 


•   try again

•   else: 


•   success
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template<typename T>

class atomic<shared_ptr<T>> {

    struct counted_ptr {

        control_block* cb_ptr;

        size_t local_refcount;

    };


    atomic<counted_ptr> atomic_cptr;

    static_assert(decltype(value)::is_always_lock_free);


66
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template<typename T>

class atomic<shared_ptr<T>> {

    struct counted_ptr {

        control_block* cb_ptr;

        size_t local_refcount;

    };


    atomic<counted_ptr> atomic_cptr;

    static_assert(decltype(value)::is_always_lock_free);


    shared_ptr<T> load() {

        // 1. increment local refcount

        auto value = cptr.load();

        while (true) {

            auto new_value = value;

            ++new_value.local_refcount;

            if (atomic_cptr.compare_exchange_weak(value, new_value))

                break;

        }

        ++value.local_refcount;


67
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template<typename T>

class atomic<shared_ptr<T>> {

    struct counted_ptr {

        control_block* cb_ptr;

        size_t local_refcount;

    };


    atomic<counted_ptr> atomic_cptr;

    static_assert(decltype(value)::is_always_lock_free);


    shared_ptr<T> load() {

        // 1. increment local refcount

        auto value = cptr.load();

        while (true) {

            auto new_value = value;

            ++new_value.local_refcount;

            if (atomic_cptr.compare_exchange_weak(value, new_value))

                break;

        }

        ++value.local_refcount;


        // 2. get copy

        auto cblock = new_value.cblock;

68
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        // 3. increment global refcount

        cblock->global_refcount.fetch_add(1);


69



Copyright (c) Timur Doumler   |        @timur_audio   |    https://timur.audio

        // 3. increment global refcount

        cblock->global_refcount.fetch_add(1);


        // 4. decrement local refcount

        auto value_before;

        while (true)

        {

            auto new_value = value;

            --new_value.local_refcount;

            if (atomic_cptr.compare_exchange_weak(value, new_value))

                break;


            // if value changed, we were not supposed to modify global_refcount!

            if (value_before->cblock != value->cblock) {

                cblock->global_refcount.fetch_sub(1);

                break;

            }

        }

70
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        // 3. increment global refcount

        cblock->global_refcount.fetch_add(1);


        // 4. decrement local refcount

        auto value_before;

        while (true)

        {

            auto new_value = value;

            --new_value.local_refcount;

            if (atomic_cptr.compare_exchange_weak(value, new_value))

                break;


            // if value changed, we were not supposed to modify global_refcount!

            if (value_before->cblock != value->cblock) {

                cblock->global_refcount.fetch_sub(1);

                break;

            }

        }


        // 5. return value

        return shared_ptr<T>{cblock};

    }

};

71
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•   each atomic<shared_ptr> access: 

•  at least 3 atomic operations, more under contention

•  slower than mutex when single-threaded

•  but much better than mutex under high contention 



Copyright (c) Timur Doumler   |        @timur_audio   |    https://timur.audio 73

•   each atomic<shared_ptr> access: 

•  at least 3 atomic operations, more under contention

•  slower than mutex when single-threaded

•  but much better than mutex under high contention 

•   folly optimisation: “refcount batching”

•   increment global refcount to some number K > numThreads

•   next K/2 loads do not have to touch cblock (= 1 atomic operation)

•   tradeoff: use_count() becomes meaningless
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lock-free atomic shared_ptr?



Copyright (c) Timur Doumler   |        @timur_audio   |    https://timur.audio 75

 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;
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 control_block* cb_ptr;  void* obj_ptr;

 T* obj;

shared_ptr<T> control_block

 atomic<size_t> refcount;

 atomic<size_t> weakcount;
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 control_block* cb_ptr;  void* obj_ptr;

shared_ptr<T> control_block

 atomic<size_t> refcount;

 deleter d;

 T* obj;

 atomic<size_t> weakcount;
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 control_block* cb_ptr;

shared_ptr<T> control_block

 deleter d;

 allocator a;

 void* obj_ptr;

 atomic<size_t> refcount;

 T* obj;

 atomic<size_t> weakcount;
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 control_block* cb_ptr;  void* obj_ptr;

shared_ptr<T> control_block

 deleter d;

 allocator a;

 T* ptr;  atomic<size_t> refcount;

 T* obj;

 atomic<size_t> weakcount;
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struct widget {

    int i = 0;

    int j = 0;

};


int main() {

    auto pw = std::make_shared<widget>(2, 5);

    std::shared_ptr<int> pj(pw, &pw->j);

}
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std::shared_ptr<base> ptr(new derived);
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 control_block* cb_ptr;  void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

 atomic<size_t> local_refcount;

modify all three atomically???

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count; T* ptr;
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 control_block* cb_ptr;  void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

 atomic<uint32_t> alias_index;

Anthony Williams’ solution

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count;

 atomic<uint32_t> local_refcount;

 * * *
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 void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

Anthony Williams’ solution

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count;

 * * * * * *

 control_block* cb_ptr;

 atomic<uint32_t> alias_index;

 atomic<uint32_t> local_refcount;
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 void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

Anthony Williams’ solution

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count;

 * * * * * * * *

 control_block* cb_ptr;

 atomic<uint32_t> alias_index;

 atomic<uint32_t> local_refcount;
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 void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count;

 * * * * * * * *

memory allocations :(

 control_block* cb_ptr;

 atomic<uint32_t> alias_index;

 atomic<uint32_t> local_refcount;
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my suggested solution:


•    move allocation from atomic_shared_ptr to shared_ptr constructor

89
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my suggested solution:


•    move allocation from atomic_shared_ptr to shared_ptr constructor

•    but that’s overhead for every aliased shared_ptr :( 

90
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my suggested solution:


•    move allocation from atomic_shared_ptr to shared_ptr constructor

•    compute ptrdiff between object ptr and aliased ptr

91
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my suggested solution:


•    move allocation from atomic_shared_ptr to shared_ptr constructor

•    compute ptrdiff between object ptr and aliased ptr


•   if it fits into 32 bytes (on x64):

•   just store that directly


•  otherwise:

•   use extension list (will happen very rarely!)


•  add 1 bit flag to indicate method

92
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lock-free atomic shared_ptr?
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DWCAS?
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DWCAS?

x86: cmpxchg8b

x64: cmpxchg16b

armv7/arm64: LL/SC
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DWCAS?

x86: cmpxchg8b

x64: cmpxchg16b      


armv7/arm64: LL/SC

✅

✅

✅ except some old AMD chips (<= 2008)
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DWCAS performance?
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DWCAS performance?

~ 2x slower than CAS on x64

~ 1.5x slower than CAS on arm64



Copyright (c) Timur Doumler   |        @timur_audio   |    https://timur.audio 100

DWCAS with std::atomic?
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template<typename T>

class atomic<shared_ptr<T>> {

    struct alignas(2 * sizeof(void*)) counted_ptr {

        control_block* cb_ptr;

        half_uintptr_t local_refcount;

        half_uintptr_t alias;

    };


    atomic<counted_ptr> atomic_cptr;

    static_assert(decltype(value)::is_always_lock_free);

};

101
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me in 2022
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Apple Clang v13 Clang 13 GCC 11 MSVC 17 2022

x86 N/A ✅ ✅ ✅

x64 ✅ ❌ ❌

armv7 N/A ❌ ✅ N/A

arm64 ✅ ✅ ❌ ❌

⚠ 
needs -mcx16 

beware ODR violations!
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possible solutions


•    implement our own std::atomic
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possible solutions


•    implement our own std::atomic

•    don’t use DWCAS
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possible solutions


•    implement our own std::atomic

•    don’t use DWCAS


•   “packed pointer”

•   used by vtyulb, folly

•   64 bit only
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aaaaaaaa|aaaaaaaa|abcdefgh|abcdefgh|abcdefgh|abcdefgh|abcdefgh|abcde000

x64 actually uses a 48-bit address space (4-level paging, 256 TB):

unused bits alignment bits
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template<typename T>

class atomic<shared_ptr<T>> {

    struct atomic_packed_ptr {

        atomic<uintptr_t> value;

        static_assert(decltype(value)::is_always_lock_free);  // succeeds without DWCAS :)


        static constexpr uintptr_t offset = 16;

        static constexpr uintptr_t mask = 0x0000'0000'0000'FFFF;


        T* get_ptr() const noexcept {

            return value.load() >> offset;

        }


        uint16_t get_count() const noexcept{

            return value.load() & mask;

        }

    };


    // ...

};
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template<typename T>

class atomic<shared_ptr<T>> {

    struct atomic_packed_ptr {

        atomic<uintptr_t> value;

        static_assert(decltype(value)::is_always_lock_free);  // succeeds without DWCAS :)


        static constexpr uintptr_t offset = 16;

        static constexpr uintptr_t mask = 0x0000'0000'0000'FFFF;


        T* get_ptr() const noexcept {

            return value.load() >> offset;

        }


        uint16_t get_count() const noexcept{

            return value.load() & mask;

        }

    };


    // ...

};
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 atomic_packed_ptr value;  void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count;
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 atomic_packed_ptr value;  void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count;

alias_wrapper

if alias_bit set

 control_block* cb_ptr;

 T* ptr;

Folly solution: 
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 atomic_packed_ptr value;  void* obj_ptr;

std::atomic<std::shared_ptr<T>> control_block

 deleter d;

 allocator a;

 atomic<size_t> global_refcount;

 T* obj;

 atomic<size_t> weak_count;

alias_wrapper

if alias_bit set

 control_block* cb_ptr;

 T* ptr;

memory allocation :(

Folly solution: 
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my suggested solution:


•    move allocation from atomic_shared_ptr to shared_ptr constructor
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my suggested solution:


•    move allocation from atomic_shared_ptr to shared_ptr constructor

•    but that’s overhead for every aliased shared_ptr :(

•    …and this time we can’t get around it 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anthonywilliams vtyulb folly

Portable?

no

(requires DWCAS 

support in 
std::atomic)

on 64 bit 
architectures


with 48-bit address 
space

no 

(requires libstdc++ 

std::shared_ptr)

Lock-free aliased 
ptrs?

no

(can allocate)

no

(unimplemented)

no

(can allocate)

Standard-
conforming?

mostly 

(only a few small 
things missing)

no 

(only very partial 
implementation)

partially

(no weak_ptr, etc.)

Production-ready?
Proof of concept


(Commercial version 
available)

Proof of concept yes

existing free and open-source implementations
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Benchmarks
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// Shared:

struct widget {};

atomic<shared_ptr<widget>> aptr = ... ;


// Threads 2 ... N:

{

    shared_ptr<widget> new_ptr = ... ;


    while (true) {

        shared_ptr<widget> old_ptr = aptr.load();   

        while (!aptr.compare_exchange_weak(old_ptr, new_ptr))

            /* loop */;

    }

}


// Thread 1:

{

    BENCHMARK(auto ptr = aptr.load());

}
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Apple Clang v13
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Apple Clang v13, macOS 12.2.1, x64
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GCC 11, Ubuntu 2021.10, x64
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Takeaways
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Is a lock-free implementation of std::atomic<std::shared_ptr> possible?
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Is a lock-free implementation of std::atomic<std::shared_ptr> possible?


•  yes, if you have DWCAS or free pointer bits

•  if no DWCAS: 


•  nr of free bits determines nr of threads accessing simultaneously

•  supporting aliased ptr will cause overhead in shared_ptr ctor
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Is a lock-free implementation of std::atomic<std::shared_ptr> possible?


•  yes, if you have DWCAS or free pointer bits

•  if no DWCAS: 


•  nr of free bits determines nr of threads accessing simultaneously

•  supporting aliased ptr will cause overhead in shared_ptr ctor 

•  conformance vs. performance tradeoffs 

•  e.g. refcount batching vs. use_count()
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Is a lock-free implementation of std::atomic<std::shared_ptr> possible

in std:: without an ABI break?
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Is a lock-free implementation of std::atomic<std::shared_ptr> possible

in std:: without an ABI break?


•  In general, yes (folly uses libstdc++ std::shared_ptr)
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Future work


•  Better benchmarks

•  My own implementation (work in progress!)


•  switchable between DWCAS and pointer-packing

•  actually lock-free: non-allocating store of aliased ptr

•  experiment further with refcount batching and other optimisations

•  publish on github.com/timuraudio

•  long-term potential goal: own impl of atomic with DWCAS support
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anthonywilliams vtyulb folly

Portable?

no

(requires DWCAS 

support in 
std::atomic)

on 64 bit 
architectures


with 48-bit address 
space

no 

(requires libstdc++ 

std::shared_ptr)

Lock-free aliased 
ptrs?

no

(can allocate)

no

(unimplemented)

no

(can allocate)

Standard-
conforming?

mostly 

(only a few small 
things missing)

no 

(only very partial 
implementation)

partially

(no weak_ptr, etc.)

Production-ready?
proof of concept


(commercial version 
available)

proof of concept yes

existing free and open-source implementations
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anthonywilliams vtyulb folly timuraudio

Portable?

no

(requires DWCAS 

support in 
std::atomic)

on 64-bit 
architectures


with 48-bit address 
space

no 

(requires libstdc++ 

std::shared_ptr)

yes 
(can choose DWCAS 
vs. pointer-packing)

Lock-free aliased 
ptrs?

no

(can allocate)

no

(unimplemented)

no

(can allocate) yes

Standard-
conforming?

mostly 

(only a few small 
things missing)

no 

(only very partial 
implementation)

partially

(no weak_ptr, etc.) yes

Production-ready?
proof of concept


(commercial version 
available)

proof of concept yes hopefully one day :)

work in progress :)
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