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lock-free atomic shared ptr
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shared_ptr
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20 Memory management library [mem]

20.3 Smart pointers [smartptr]
20.3.2 Shared-ownership pointers [util.sharedptr]
20.3.2.2 Class template shared ptr [util.smartptr.shared]
20.3.2.2.1 General [util.smartptr.shared.general]

! The shared ptr class template stores a pointer, usually obtained via new. shared ptr implements
semantics of shared ownership; the last remaining owner of the pointer 1s responsible for destroying the
object, or otherwise releasing the resources associated with the stored pointer. A shared ptr 1s said to be
empty if it does not own a pointer.

namespace std {

template<class T> class shared ptr (
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shared ptr<T> control block

control_block* cb_ptr; —P  yoid* obj_ptr;

atomic<size t> refcount; 1

T* obj;
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shared ptr<T> control block

control_block* cb_ptr; —P  yoid* obj_ptr;

atomic<size t> refcount; 2

T* obj;

shared_ptr<T>

control_block*x cb_ptr;
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shared ptr<T> control block

control_block* cb_ptr; —P  yoid* obj_ptr;

atomic<size t> refcount; 1

T* obj;
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control block

volidx obj _ptr;

atomic<size t> refcount; 0

T* obj;
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control block

volidx obj _ptr;

atomic<size t> refcount; 0
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atomic
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atomic
Indivisible
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atomic
indivisible
race-free
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atomic
indivisible
race-free
thread-safe
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2 Specializations of shared ptr shall be Cppl7CopyConstructible, Cppl7CopyAssignable, and
Cppl7LessThanComparable, allowing their use in standard containers. Specializations of shared ptr shall
be contextually convertible to bool, allowing their use in boolean expressions and declarations in
conditions.

3 The template parameter T of shared ptr may be an incomplete type.

[Note I: T can be a function type. — end note]

4 [Example I

1f (shared ptr<X> px = dynamic polnter cast<X>(py)) {
// do something with px
}

— end example]

> For purposes of determining the presence of a data race, member functions shall access and modify only the
shared ptr and weak ptr objects themselves and not objects they refer to. Changes in use count () do
not reflect modifications that can introduce data races.

5 For the purposes of subclause [smartptr|, a pointer type y* 1s said to be compatible with a pointer type T*
when either y* 1s convertible to T* or yisu[(N] and T1Scv U[].
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shared_ptr<T>

control block

control_block* cb_ptr; —P  yoid* obj_ptr;

atomic<size t> refcount;

T* obj;

1
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shared_ptr<T>

control block

control_block* cb_ptr; —P  yoid* obj_ptr;

atomic<size t> refcount;

2

T* obj;
shared_ptr<T>
control_block*x cb_ptr;
Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio 17



auto ptr

auto ptrl

auto ptr2

std: :make_shared<widget>();

ptr;

ptr;

// This 1s fine :)
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auto ptr =

auto ptrl =

ptr = ptrZ;

std: :make_shared<widget>();

ptr;

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio
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auto ptr = std::make_shared<widget>();

auto ptrl = ptr;

ptr = ptrZ;

// This 1s undefined behaviour :(
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std::atom iC_. ..<std::shared ptr>

template< class T >
bool atomic 1is lock free( const std::shared ptr<T>* p );

template< class T >
std::shared ptr<T> atomic load( const std::shared ptr<T>* p );

template< class T >
std::shared ptr<T> atomic load explicit( const std::shared ptr<T>* p,
std: :memory order mo );

template< class T >
void atomic store( std::shared ptr<T>* p,
std::shared ptr<T> r );

template< class T >

void atomic store explicit( std::shared ptr<T>* p,
std::shared ptr<T> r,
std: :memory order mo);

template< class T >
std::shared ptr<T> atomic exchange( std::shared ptr<T>* p,
std::shared ptr<T> r);

template<class T>

std: :shared ptr<T> atomic exchange explicit( std::shared ptr<T>* p,
std::shared ptr<T> r,
std: :memory order mo);

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

Copyright (¢) Timur Doumler | Y @timur_audio |
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template< class T >

bool atomic compare exchange weak( std::shared pt
std::shared pt

std::shared pt

template<class T>

bool atomic compare exchange strong( std::shared
std::shared

std::shared

template< class T >

bool atomic compare exchange strong explicit( std:
std:
std:
std:

std:

template< class T >

bool atomic compare exchange weak explicit( std:
std:
std:
std:
std:

r<T>* p,
r<T>* expected,
r<T> desired) ;

ptr<T>* p,
ptr<T>* expected,
ptr<T> desired);

:Shared ptr<T>* p,
:shared ptr<T>* expected,
:Shared ptr<T> desired,
:memory order success,
:memory order failure);

:Shared ptr<T>* p,
:shared ptr<T>* expected,
:shared ptr<T> desired,
:memory order success,
:memory order failure);

(8)

(9)

(10)

(11)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

(since C++11)
(deprecated in C++20)

If multiple threads of execution access the same std: :shared ptr object without synchronization and any of those
accesses uses a non-const member function of shared ptr then a data race will occur unless all such access is
performed through these functions, which are overloads of the corresponding atomic access functions

(std::atomic load, std::atomic store, etc.)

Note that the control block of a shared ptr is thread-safe: different std::shared ptr objects can be accessed using
mutable operations, such as operator= or reset, simultaneously by multiple threads, even when these instances are

copies, and share the same control block internally.

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio

22



auto ptr = std::make_shared<widget>();

auto ptrl = std::atomic_load(&ptr);

std::atomic_store(&ptr, ptr2);

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio
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Atomic Smart Pointers, rev. 1~ pocment# Mie2

Herb Sutter Reply to: Herb Sutter
(hsutter@microsoft.com)

This is a revision of N4058 to apply SG1 feedback in Redmond to rename atomic<* ptr<T>>to
atomic * ptr<T>, require default initialization to null, and add proposed wording.

Contents

0 AV (o) 1= o [0 o OO PTRPPOP PR
1 0 R o o] ¢ 1 (= o o OO PPOPT R PPPRTRRTRRPRPPRR
1.2. Motivating example for atomic _unique ptr<T>: Producer-consumer handoff.............ccccc......

1.3. Motivating example for atomic shared ptr<T>: ABA + robustness + efficiency ..........ccc.u........
1.4. Motivating example for atomic weak ptr<T>:Swingingaweak ptr........iiiiiiiiiiiieeenen.
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std::atomiC<std::shared ptr>

Defined in header <memory>
template <class T> struct std::atomic<std::shared ptr<T>>; (since C++20)

The partial template specialization of std: :atomic for std::shared ptr<T> allows users to manipulate shared ptr
objects atomically.

If multiple threads of execution access the same std: :shared ptr object without synchronization and any of those
accesses uses a non-const member function of shared ptr then a data race will occur unless all such access is

performed through an instance of std::atomic<std::shared ptr> (or, deprecated as of C++20, through the
standalone functions for atomic access to std: :shared ptr).

Associated use count increments are guaranteed to be part of the atomic operation. Associated use count decrements
are sequenced after the atomic operation, but are not required to be part of it, except for the use count change when
overriding expected in a failed CAS. Any associated deletion and deallocation are sequenced after the atomic update
step and are not part of the atomic operation.

Note that the control block of a shared ptr is thread-safe: different non-atomic std: :shared ptr objects can be
accessed using mutable operations, such as operator= or reset , simultaneously by multiple threads, even when
these instances are copies, and share the same control block internally.

The type T may be an incomplete type.

Member types

Member type Definition
value type std::shared ptr<T>

Member functions
All non-specialized std: :atomic functions are also provided by this specialization, and no additional member functions.

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio
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std::atomic<std::shared ptr<widget>> ptr
= std::make_shared<widget>();

auto ptrl = ptr.load();

ptr.store(ptr2);

// OK (since C++20:)

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio
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std::atomic<std::shared ptr<widget>> ptr
= std::make_shared<widget>();

auto ptrl = ptr;

ptr = ptr2;

// OK (since C++20:)

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio
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std::atomic<std::shared ptr<widget>> ptr
= std::make_shared<widget>();

auto ptrl = ptr;

ptr = ptr2;

assert(ptr.is_lock free()); // false
static_assert(decltype(ptr)::1is_always lock free)); // false

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio 28



lock-free
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lock-free
atomic operations in CPU
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lock-free
atomic operations in CPU

suitable for low-latency / real-time
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lock-free
atomic operations in CPU

suitable for low-latency / real-time
no priority inversion
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Juggling with std: :atomic<Widget*> w

audio thread

void audioCallback (...)

{

widget* widgetToUse;///F\\\

wldgetToUse = w. loadl); \\\\\ ////"
std::atomic

'

CppCon 2015: Timur Doumler “C++ in the Audio Industry”

101,678 views * 9 Oct 2015

GUI thread

. (oldValue., newValue
<Widget*> w, '
‘\\-

(3[)[2§;§2K1K:>

Widget* newValue =
new Widget ( /= ... =/ );

e

1 ? ( .' w.C_LU 'l!)(’ | (..'_’-.' '(l];c'i‘:J :.:__ls'v‘f..‘g’L\
1

TIMUR DOUMLER | 4

delete oldValue;

C++ In the
Audio Industry
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(:F)[2§;§2flﬂ:>

class Synthesiser

{
public:

void audioCallback (floatx buffer, int bufferSize)

{

std::shared_ptr<Widget> widgetToUse

| othina with wi -
¥
void updateWidget ( /+ a </ )
{
Widget> newWidget = std::make_shared<Widget>

std::atomic_store J&currentWidget, newWidget); TIMUR DOUMLER ‘

} .

std::shared_ptr<Widget> currentWidget; _
b C++ In the

Audio Industry

-

e CrnC ~ e
>l b 46:26/1.03:43 LR - — b' G]HD L

- CppCon 2015: Timur Doumler “C++ in the Audio Industry”
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CPRCON®

c las nthesiser

{
public:

void audioCallbWgk (floatx buffer, int bufferSize)

{
std::shared_ptr<WiWget> widgetToUse = stggatomic_load (&currentWidget);

|\‘1 .." )

void updateWidget (
{

std::shared_ptr<Widgg®> newWidget = stdNnake_shared<Widget> (
std::atomic_storgfl&currentWidget, newWidgoNl;

TIMUR DOUMLER |

std::shargs# ptr<Widget> currentWidget; _
b C++ In the

Audio Industry

Cq

" Y27 (™ q
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lock-free structures

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio

37



lock-free structures &
the ABA problem
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bool push (const T& newElement)

{
auto oldWritePos = writePos.load():
auto newWritePos = getPositionAfter (oldWritePos):;
(newWritePos == readPos. load())
return false:
ringBuffer[oldWritePos] = newElement: writer
LtePos.store (newWritePos):
return true;
}

bool pop (T& returnedElement)

{
auto oldWwritePos = writePos. load();
auto oldReadPos = readPos.load():
(oldWritePos == oldReadPos)
return false;
while (true)
1
returnedElement = ringBuffer[oldReadPos]; reader 1
if (readPos.compare_exchange_strong (oldReadPos, getPositionAfter (oldReadPos)))
return true;
oldReadPos = readPos.load(): reader 2
}
}
’ >l =) 1:11:25 /7 1:31:33 nw oo & E D :::

- Lock-free programming with modern C++ - Timur Doumler [ACCU 2017]

14,927 views * 5 May 2017 (5 183 L J DISLIKE > SHARE <4 DOWNLOAD 8{ CLIP =4 SAVE
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¥ Pinned by ACCU Conference

Sa Hihi 1 year a

The MPMC queue still has an ABA problempthe CAS might succeed if the read pointer circled
around. ¥ witT @ generation counter | think.

JO

a5 3 GH v REPLY

v View 2 replies from ACCU Conference and others

Ryan 3 months ago

As I'm just now learning about lock-free and std::atomics (relatively new hobby programmer here),
this talk was incredibly informative and my eyes are now large with a thirst for more knowledge on
this stuff lol Very well put together in my opinion and was very easy to follow along

fh 1 GP =~y REPLY

@ Giada LoopMachine 3 years ago
This is pure gold. Thank you.

db 2 §PB  REPLY
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template<typename T> auto find(T t) const {
class concurrent_stack { auto p = head.load();
struct Node { p = p—>next;
T t; return reference(move(p));
shared_ptr<Node> next; }
&
atomic<shared_ptr<Node>> head; auto front() const { return reference(head); }
concurrent_stack(concurrent_stack&) = delete;
void operator=(concurrent_stack&) = delete; void push_front(T t) {
auto p = make_shared<Node>();
public: p—>t = t;
concurrent_stack() = default; p->next = head;
~concurrent_stack() = default; while('!'head.compare_exchange_weak(p->next, p))
class reference { }
shared_ptr<Node> p;
public: void pop_ front() {
reference(shared_ptr<Node> p_) : p{p_} {} auto p = head.load();
T &operatorx() { return p—>t; } while (p && 'head.compare_exchange weak(p, p->next))
T xoperator->() { return &p-—>t; } ’
& }
¥
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template<typename T> auto find(T t) const {
class concurrent_stack { auto p = head.load();
struct Node { p = p—>next;
T t; return reference(move(p));
shared_ptr<Node> next; }
b
atomic<shared_ptr<Node>> head; auto front() const { return reference(head); }
concurrent_stack(concurrent_stack&) = delete;
void operator=(concurrent_stack&) = delete; void push_front(T t) {
auto p = make_shared<Node>();
public: p—>t = t;
concurrent_stack() = default; p->next = head;
~concurrent_stack() = default; while('!'head.compare_exchange_weak(p->next, p))
class reference { }
shared_ptr<Node> p;
public: void pop_ front() {
reference(shared_ptr<Node> p_) : p{p_} {} auto p = head.load();
T &operatorx() { return p—>t; } while (p && 'head.compare_exchange weak(p, p->next))
T xoperator->() { return &p-—>t; } ’
& }
¥
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cppcon | 2017

THE C++ CONFERENCE *» BELLEVUE, WASHINGTON

FEDOR PIKUS

Read, Copy, Update,
then what? RCU for
non-kernel programmers

’ C}'I’ o QD ' 190:¥Db / 1:08:01

RCU and alternatives

Readers
Writers
Reclamation
Garbage

Ease of use

C++ RCU - CPPConl7 - FG. Pikus

RCU

wait-free
population-oblivious

single writer
(BYOL)

blocking
(or memory grows)

unbounded
(or writers must block)

very easy

Hazard pointers

lock-free
(wait-free?)

lock-free

non-blocking

bounded by
Nthreads*N

hard

Atomic
shared ptr

lock-free
(slow)

lock-free

lock-free

None

easy
(watch out for cycles)

CppCon 2017: Fedor Pikus “Read, Copy, Update, then what? RCU for non-kernel programmers”

23,125 views * 19 Oct 2017
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> C++20shipswith . andirs
atomic<shared_ptr> = lock-free, right?

A

=g

=
>~

y S

e
. it's lock-iree, right?
imgflip.com A g ]

me in 2019
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Timur Doumler
@timur _audio

&

Hey C++ standard library implementers!

When C++20 comes out, and you start shipping
‘std::atomic<std::shared_ptr>", will you ship a lock-

free implementation?

@StephanTLavave|? And the others - who seem to be

not on Twitter :(

5:27 PM - Mar 11, 2019 - Twitter Web Client
Il View Tweet analytics

2 Retweets 1 Quote Tweet 20 Likes
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Timur Doumler @timur audio - Mar 11, 2019
Hey C++ standard library implementers!

®

When C++20 comes out, and you start shipping
‘std::atomic<std::shared_ptr>", will you ship a lock-free implementation?

@StephanTlLavave]? And the others - who seem to be not on Twitter :(

O s 1 3 ) 20 T [

Stephan T. Lavavej
¥ &Y @StephanTLavavej
Replying to @timur_audio

It is unclear to me how that can be implemented -
double-wide atomics can copy the pointers, but how
do you increment the refcount? BTW,
@MalwareMinigun, @CoderCasey, @EricO1, @mclow
are on Twitter (Jonathan Wakely was too, not sure if he
still is).

6:10 PM - Mar 11, 2019 - Tweetbot for iOS
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Status Quo (April 2022):

e MSVC ships with std::atomic<std::shared ptr>
* Not lock-free

e GCC 12 will ship with std::atomic<std::shared ptr>
* Not lock-free

 Clang does not ship with std::atomic<std::shared ptr>

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio
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Lock-freedom

| mentioned earlier that implementations may use a mutex to provide the synchronization in atomic shared ptr. They
may also manage to make it lock-free. This can be tested using the is lock free() member function common to all

the C++ atomic types.

The advantage of providing a lock-free atomic shared ptr should be obvious: by avoiding the use of a mutex, there is
greater scope for concurrency of the atomic shared ptr operations. In particular, multiple concurrent reads can
proceed unhindered.

The downside will also be apparent to anyone with any experience with lock-free code: the code is more complex, and
has more work to do, so may be slower in the uncontended cases. The other big downside of lock-free code
(maintenance and correctness) is passed over to the implementor!

It is my belief that the scalability benefits outweight the complexity, which is why Just::Thread v2.2 will ship with a lock-
free atomic shared ptr implementation.

Posted by Anthony Williams

[/ threading /] permanent link
Tags: cplusplus, concurrency, multithreading
Stumble It! @ | Submit to Reddit & | Submit to DZone dz

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio 50



 Anthony Williams’ implementation, free version (proof of concept):
https://github.com/anthonywilliams/atomic_shared ptr

 Folly’s implementation, by Dave Watson (production):
https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h

 Vladislav Tyulbashev’s implementation (proof of concept):
https://github.com/vtyulb/AtomicSharedPtr
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https://github.com/anthonywilliams/atomic_shared_ptr
https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h
https://github.com/vtyulb/AtomicSharedPtr

 Anthony Williams’ implementation, free version (proof of concept):
https://github.com/anthonywilliams/atomic_shared ptr

 Folly’s implementation, by Dave Watson (production):
https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h

 Vladislav Tyulbashev’s implementation (proof of concept):
https://github.com/vtyulb/AtomicSharedPtr

Huge thanks to Anthony Williams, David Goldblatt, and Vladislav Tyulbashev!
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https://github.com/anthonywilliams/atomic_shared_ptr
https://github.com/facebook/folly/blob/main/folly/concurrency/AtomicSharedPtr.h
https://github.com/vtyulb/AtomicSharedPtr

eoce [~ < > O B & blog.vtyulb.ru

vtyulb

bnor nnHykcownaa
FMABHAS MNPOEKTHI OBO MHE

thread-safe lock-free shared_ptr — npuknroyeHue Ha
nonroza

AobaBuUTb KOMMEHTapuin

EcTb Takon cmelHon Bonpoc «Is shared_ptr thread-safe?». O6bI4HO NM60 YenoBek cpasy NOHK-
MaeT 0 YeM peydb, MO0 OTBETa NOHATL CXOAY HEBO3MOXHO.

Mpobnema gocratoyHo npocras — shared_ptr HeNb3s MOANOUUMPOBATL M YATATb U3 HECKO/1b-
KUX NOTOKOB 0AHOBpeMeHHO. KOHTpoNbHbIW 610K AaeT thread-safe rapaHTumn, Torga Kak cam
shared_ptr — HeT. KonuposaHue shared_ptr cocTOUT 13 Tpex onepauuii:

— CkonupoBaTb yKa3aTe/lb Ha 06bekT

— CkonupoBaThb yKasaTe/lb Ha KOHTPONbHbINA 610K

— B KOHTpONbLHOM 610Ke aToMapHO NoAHATL refcount

Echn Bo Bpems uteHun shared_ptr kKakue-To 13 3TUX nonen byayT 06HOBNEHbI, TO Mbl MOXEM
noAHATL refcount He y Toro o6beKTa, NMO0 NONbITaTLCA NONYYUTL AOCTYN K YHUHTOXEHHOMY

MNownck

CBEXXME 3ANNCH

[Mpo nokanwn C

O4epeaHown cepeep
Russian Al Cup 2020: CodeCraft

CTF ot 6e30nacHMKOB

MNouemy L3 nyywe yem L2

UnTaTbl BENUKUX

thread-safe lock-free shared ptr — npwu-

KJINYEHWE Ha NnoJiroaa

barun B npoaakLueHe

KopoHasupyc

Kademlia
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shared_ptr<T>

control block

control_block* cb_ptr; —P  yoid* obj_ptr;

atomic<size t> refcount;

T* obj;

Copyright (¢) Timur Doumler | Y @timur_audio |

https://timur.audio

54



shared ptr<T> control block

control_block* cb_ptr; —P  yoid* obj_ptr;
atomic<size t> refcount;

T* obj;
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shared ptr<T> control block

T* obj;
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CAS2

Operation:

CAS2 Destination 1 -- Compare 1 -->; cc;

if Z, Destination 2 -- Compare 2 -->; cc

if Z, Update 1 -->; Destination 1; Update 2 -->; Destination 2
else Destination 1 -->; Compare 1; Destination 2 -->; Compare 2

Compatibility: MC68020/MC68030/MC68040

Assembler Syntax:
CAS2 Dcl1:Dc2, Dul:Du2, (Rnl):(Rn2)

Attributes: Size = (Word, Long)

Description: CAS2 compares memory operand 1 (Rnl) to
compare operand 1 (Dcl). If the operands are equal, the
instruction compares memory operand 2 (Rn2) to compare
operand 2 (Dc2). If these operands are also equal, the inst-
ruction writes the update operands (Dul and Du?2) to the
memory operands (Rnl and Rn2). If either comparison fails,
the instruction writes the memory operands (Rnl and Rn2)
to the compare operands (Dc1 and Dc2). The instruction
accesses memory using locked or read-modify-write transfer
sequences. This provides a means of synchronizing several
processors.

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio



shared ptr<T> control block

control_block* cb_ptr; —P  yoid* obj_ptr;
atomic<size t> refcount;

T* obj;
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shared_ptr<T>

control_blockx cb_ptr; -_—

double-width compare-and-swap
(DWCAS)

control block

voidx obj_ptr;

atomic<size t> refcount;

T* obj;
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split refcount

Copyright (¢) Timur Doumler | Y @timur_audio |

https://timur.audio

60



split refcount

“It’'s sort of a folk algorithm.”
— David Goldblatt
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 Dmitry Vyukov: “Differential Reference Counting”
https://www.1024cores.net/home/lock-free-algorithms/object-life-time-
management/differential-reference-counting

e Anthony Williams: “C++ Concurrency in action”
Manning Publications
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std: :atomic<std::shared_ptr<T>>

control block

control_block* cb_ptr; —P  yoid* obj_ptr;

atomic<size_ t> local _refcount;

atomic

atomic<size t> global refcount;

T* obj;
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template<typename T>
class atomic<shared ptr<T>> {
struct counted_ptr {
control_blockx cb_ptr;
size t local _refcount;

}i

atomic<counted_ptr> atomic_cptr;
static_assert(decltype(value)::1s _always_lock free);

}i
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atomic copy: basic idea

 atomically increment local_refcount
 get current [cb_ptr, local _refcount] pair
* try to sync refcounts:
 atomically increment cb_ptr->global_refcount
 atomically decrement local refcount
e if another thread modified [cb ptr, local refcount] in the meantime:
 try again
e else:
e success
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template<typename T>
class atomic<shared ptr<T>> {
struct counted_ptr {
control_blockx cb_ptr;
size t local _refcount;

}i

atomic<counted_ptr> atomic_cptr;
static_assert(decltype(value)::1s _always_lock free);
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template<typename T>
class atomic<shared ptr<T>> {
struct counted_ptr {
control_blockx cb_ptr;
size t local _refcount;

}i

atomic<counted_ptr> atomic_cptr;
static_assert(decltype(value)::1s _always_lock free);

shared _ptr<T> load() {

auto value = cptr.load();
while (true) {
auto new _value = value;
++new_value.local_ refcount;
1f (atomic_cptr.compare_exchange weak(value, new_value))
break;

}

++value.local_refcount;

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio

6/



template<typename T>
class atomic<shared ptr<T>> {
struct counted_ptr {
control_blockx cb_ptr;
size t local _refcount;

}i

atomic<counted_ptr> atomic_cptr;
static_assert(decltype(value)::1s _always_lock free);

shared _ptr<T> load() {

auto value = cptr.load();
while (true) {
auto new _value = value;
++new_value.local_ refcount;
1f (atomic_cptr.compare_exchange weak(value, new_value))
break;

}

++value.local_refcount;

auto cbhlock = new_value.cblock;
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cblock->global_refcount.fetch_add(1l);
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cblock->global_refcount.fetch_add(1l);

auto value before;
while (true)

{
auto new _value = value;
——new_value.local _refcount;
1f (atomic_cptr.compare_exchange weak(value, new_value))
break;
1f (value_before->cblock != value->cblock) {
cblock->global_refcount.fetch_sub(1l);
break;
}
}
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cblock->global_refcount.fetch_add(1l);

auto value before;
while (true)

{
auto new _value = value;
——new_value.local _refcount;
1f (atomic_cptr.compare_exchange weak(value, new_value))
break;
1f (value_before->cblock != value->cblock) {
cblock->global_refcount.fetch_sub(1l);
break;
}
}

return shared ptr<T>{cblock};

}i
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e each atomic<shared ptr> access:
e at least 3 atomic operations, more under contention
 slower than mutex when single-threaded
 but much better than mutex under high contention
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e each atomic<shared ptr> access:
e at least 3 atomic operations, more under contention
 slower than mutex when single-threaded
 but much better than mutex under high contention

 folly optimisation: “refcount batching”
* increment global refcount to some number K > numThreads
 next K/2 loads do not have to touch cblock (= 1 atomic operation)
 tradeoff: use count() becomes meaningless
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lock-free atomic shared ptr?
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shared_ptr<T>

control block

control_block* cb_ptr; —®  yoid* obj_ptr;

atomic<size t> refcount;

T* obj;
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shared_ptr<T>

control block

control_block* cb_ptr; —®  yoid* obj_ptr;

atomic<size t> refcount;

atomic<size t> weakcount;

T* obj;
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shared_ptr<T>

control block

control_block* cb_ptr; —®  yoid* obj_ptr;

atomic<size t> refcount;

atomic<size t> weakcount;

T* obj;

deleter d:
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shared ptr<T> control block

control_block* cb_ptr; —®  yoid* obj_ptr;

atomic<size t> refcount;

atomic<size t> weakcount;

T* obj;

deleter d:

allocator a:
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shared ptr<T> control block

control_block* cb_ptr; —  void* obj_ptr;

T ptr; atomic<size_t> refcount;

atomic<size t> weakcount;

T* obj;

deleter d:

allocator a:
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struct widget {
int 1 = 0;
int J] = 0;
&

int main() {
auto pw = std::make_shared<widget>(2, 5);
std: :shared_ptr<int> pj(pw, &pw->3j);
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std: :shared_ptr<base> ptr(new derived);
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std::atomic<std: :shared ptr<T>> control block

control_block*x cb_ptr; vold*x obj_ptr;

atomic<size t> local refcount; atomic<size_t> global _refcount;

Tx ptr; atomic<size t> weak count:

modify all three atomically??? T+ obj;

deleter d:

allocator a:
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std::atomic<std: :shared ptr<T>> control block

control_blockx cb_ptr; vold*x obj_ptr;

atomic<uint32 _t> local refcount; _ _
atomic<size_ t> global _refcount;

atomic<uint32 t> alias_index;

atomic<size t> weak count;

Anthony Williams’ solution

T* obj;

allocator a:
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std::atomic<std: :shared ptr<T>> control block

control_blockx cb_ptr; vold*x obj_ptr;

atomic<uint32 _t> local refcount; _ _
atomic<size_ t> global _refcount;

atomic<uint32 t> alias_index;

atomic<size t> weak count;

Anthony Williams’ solution

T* obj;

allocator a:
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std::atomic<std: :shared ptr<T>> control block

control_blockx cb_ptr; vold*x obj_ptr;

atomic<uint32 _t> local refcount; _ _
atomic<size_ t> global _refcount;

atomic<uint32 t> alias_index;

atomic<size t> weak count;

Anthony Williams’ solution

T* obj;

allocator a:
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std::atomic<std: :shared ptr<T>> control block

control_blockx cb_ptr; vold*x obj_ptr;

atomic<uint32_t> local refcount; _ _
atomic<size_ t> global _refcount;

atomic<uint32 t> alias_index;

atomic<size t> weak count;

T* obj;
memory allocations :(

/\ /\
] HOE DO e

allocator a:
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JF Bastien @jfbastien - Mar 11, 2019
Replying to @timur_audio and @StephanTLavave)

Last | looked you needed a lock-free allocator to implement
atomic<shared_ptr<T>> in case your inline buffer of class inheritance was
too small. That’s because the T can travel you class hierarchy.

@a williams has an implementation, probably knows better.

QO 2 () O 2 '

Anthony Williams @a _williams - Mar 12, 2019

You're right: if you have many different shared_ptr values that point to the
same block (e.g. derived ptr, base ptr, other base ptr, aliased ptr, etc.) then
my implementation needs a lock-free allocator for the extension blocks.
The bitbucket version allows 3 pointers w/o alloc.

Q 1 () Q 3 w
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JF Bastien @jfbastien - Mar 11, 2019
Replying to @timur_audio and @StephanTLavave)

Last | looked you needed a lock-free allocator to implement
atomic<shared_ptr<T>> in case your inline buffer of class inheritance was
too small. That’s because the T can travel you class hierarchy.

@a williams has an implementation, probably knows better.

QO 2 (o Q 2 o

Anthony Williams @a _williams - Mar 12, 2019

You're right: if you have many different shared_ptr values that point to the
same block (e.g. derived ptr, base ptr, other base ptr, aliased ptr, etc.) then
my implementation needs a lock-free allocator for the extension blocks.
The bitbucket version allows 3 pointers w/o alloc.

O 1 1 O 3 T,
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my suggested solution:

e move allocation from atomic shared ptr to shared ptr constructor
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my suggested solution:

move allocation from atomic shared ptr to shared ptr constructor
 but that’s overhead for every aliased shared ptr :(
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my suggested solution:

move allocation from atomic shared ptr to shared ptr constructor
compute ptrdiff between object ptr and aliased ptr
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my suggested solution:

e move allocation from atomic shared ptr to shared ptr constructor
« compute ptrdiff between object ptr and aliased ptr
e ifitfits into 32 bytes (on x64):
e just store that directly
e otherwise:
 use extension list (will happen very rarely!)
 add 1 bit flag to indicate method
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lock-free atomic shared ptr?
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v < ) & timur.audio

push rbx _
Xor eax, eax |
Xor edx, edx

Xor ecx, ecx

Xor ebx, ebx

lock cmpxchgléb xmmword ptr [rdi]

Xor ecx, ecx

xor ebx, ebx

lock cmpxchgléb xmmword ptr [rdi]

sete al

pPop rbx

ret

DWCAS in C++

31 MARCH 2022 @ TIMUR DOUMLER = 2 COMMENTS

Implementing your own lock-free data structures using standard C++ isn't
something you should attempt unless you really, really know what you are doing
(this article summarises why). But you can never become an expert in something if
you don't try, so | went in and did it anyway. Among the stumbling blocks | found
there was one that | found particularly surprising, so | decided to write a blog post
about it: what happens if your lock-free data structure relies on DWCAS.

DWCAS (Double-width compare-and-swap) is a CPU instruction performing an
atomic compare-and-swap operation on a memory location that’s double the
native word size. In other words, it gives you 128-bit atomic lock-free variables on
a 64-bit CPU. It is available on every x86-64 chip ( test cmpxchgl6b in x86
assembly) apart from some early AMD and Intel Core 2 chips (we're talking 2008

Search... SEARCH

RECENT POSTS

DWCAS in C++
Trip report: C++ Siberia 2020

Using locks in real-time audio processing,
safely

Trip report: February 2020 ISO C++
committee meeting, Prague

How to make a container froma C++20
range

RECENT COMMENTS

Timur Doumler on DWCAS in C++
Jim Cownie on DWCAS in C++

How to iterate over a range-v3 action? -
Windows Questions on How to make a
container from a C++20 range

How to iterate over a range-v3 action? -

FL.yF o F T 9 L. e
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DWCAS?
x86: cmpxchg8b

x64: cmpxchg16b
armv7/arm64: LL/SC
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DWCAS?

x86: cmpxchg8b

x64: cmpxchg16b except some old AMD chips (<= 2008)
armv//arm64: LL/SC
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DWCAS performance?
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DWCAS performance?
~ 2X slower than CAS on x64
~ 1.5x slower than CAS on armo64
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DWCAS with std::atomic?
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template<typename T>
class atomic<shared ptr<T>> {
struct alignas(2 x sizeof(voidx)) counted ptr {

control_blockx cb_ptr;
half_uintptr_t local_refcount;
half_uintptr_t alias;

}i

atomic<counted_ptr> atomic_cptr;
static_assert(decltype(value)::1s _always lock free);

}i
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\
‘ ; And std::atomic _
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Apple Clang v13

X386 N/A

X064

Clang 13

needs -mcx16

beware ODR violations!

armv/ N/A

armo4

X

GCC 11

MSVC 17 2022

X

N/A

X
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possible solutions

e implement our own std::atomic
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possible solutions

e implement our own std::atomic
e don’t use DWCAS
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possible solutions

e implement our own std::atomic
e don’tuse DWCAS
 “packed pointer”
 used by vtyulb, folly
64 bit only
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x64 actually uses a 48-bit address space (4-level paging, 256 TB):

daaaaaaa|aaaaaaaa|abcdefgh|abcdefgh|abcdefgh|abcdefgh|abcdefgh|abcde000
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Memory Layout on AArch64 Linux

Author: Catalin Marinas <catalin.marmas@arm.com>

This document describes the virtual memory layout used by the AArch64 Linux kernel. The architecture
allows up to 4 levels of translation tables with a 4KB page size and up to 3 levels with a 64KB page size.

AArch64 Linux uses either 3 levels or 4 levels of translation tables with the 4KB page configuration, allowing
39-bit (512GB) or 48-bit (256TB) virtual addresses, respectively, for both user and kernel. With 64KB pages,
only 2 levels of translation tables, allowing 42-bit (4TB) virtual address, are used but the memory layout is
the same.

ARMVS.2 adds optional support for Large Virtual Address space. This is only available when running with a
64KB page size and expands the number of descriptors in the first level of translation.

User addresses have bits 63:48 set to O while the kernel addresses have the same bits set to 1. TTBRX
selection 1s given by bit 63 of the virtual address. The swapper_pg_dir contains only kernel (global) mappings

while the user pgd contains only user (non-global) mappings. The swapper_pg_dir address 1s written to
TTBRI1 and never written to TTBRO.
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template<typename T>
class atomic<shared ptr<T>> {
struct atomic_packed_ptr {
atomic<uintptr_t> value;
static_assert(decltype(value)::1s _always_lock free);

static constexpr uintptr_t offset = 16;
static constexpr uintptr_t mask = 0x0000'0000'0000'FFFF;

T get_ptr() const noexcept {
return value.load() >> offset;

}

uintl6_t get_count() const noexcept{
return value.load() & mask;

}
}i

}i
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template<typename T>
class atomic<shared ptr<T>> {
struct atomic_packed_ptr {
atomic<uintptr_t> value;
static_assert(decltype(value)::1s _always_lock free);

static constexpr uintptr_t offset = 16;
static constexpr uintptr_t mask = 0x0000'0000'0000'FFFF;

T get_ptr() const noexcept {
return value.load() >> offset;

}

uintl6_t get_count() const noexcept{
return value.load() & mask;

}
}i

}i
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std::atomic<std: :shared ptr<T>> control block

atomic_packed ptr value; —®  voidx obj_ptr;

atomic<size_ t> global _refcount;

atomic<size t> weak count;

T* obj;

deleter d:

allocator a:
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std::atomic<std: :shared ptr<T>> control block

atomic_packed ptr value; —®  voidx obj_ptr;

atomic<size_ t> global _refcount;

' - if alias _bit set
FO"y SOlUtIOn. - atomic<size t> weak count;
T* obj;
alias_wrapper
control_block*x cb_ptr;
deleter d;

Tx ptr;

allocator a:
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std::atomic<std: :shared ptr<T>> control block

atomic_packed ptr value; —®  voidx obj_ptr;

atomic<size_ t> global _refcount;

Folly solution: if alias_bit set

atomic<size t> weak count;

T* obj;

alias_wrapper

control_blockx cb_ptr;
deleter d:

Tx ptr;

allocator a:

memory allocation :(

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio 114



my suggested solution:

e move allocation from atomic shared ptr to shared ptr constructor
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my suggested solution:

e move allocation from atomic shared ptr to shared ptr constructor
 but that’s overhead for every aliased shared ptr :(
 ...and this time we can’t get around it
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existing free and open-source implementations
anthonywilliams viyulb folly

on 64 bit
architectures
with 48-bit address
space

Portable?

Lock-free aliased
ptrs?

Standard-
conforming?

partially
(no weak_ptr, etc.)

Production-ready?
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Benchmarks
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struct widget {};
atomic<shared_ptr<widget>> aptr = ... ;

shared_ptr<widget> new ptr = ... ;

while (true) {
shared_ptr<widget> old _ptr = aptr.load();
while ('aptr.compare_exchange weak(old_ptr, new _ptr))

}
}
{

BENCHMARK (auto ptr = aptr.load());
}
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10° .

s libc++

Apple Clang v13

load

10°
104 L
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102;.
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*_ 1 T :
1 4 8 16 32
nr threads
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10° .

10°

103

Apple Clang v13, macOS 12.2.1, x64

104'

102-

load store cmpxchg cmpxchg-loop
|| 1 - 1 1 || 1 - 106 b 1 1 || 1 || - 106 - 1 1 1 1 1 1 - 106 b 1 1 1 1 || 1
= —x— libc++ : 5 : 5 : :
. —=— anthonywilliams ' 2 [
- —=— Viyulb . . . _ .
51055 ‘51055' 51055
3 ] 104 ; ‘:10‘1 3 :104 ;
{10 | {10% | {10% | 1
* : : IR I} 5 f . ¥ o : : { ¥ »
= 4 L [] x| 4 : ir 4 L B-E" 1
= Kk T 1023*I ‘:102:"** T i 6. :102:;“--i B t
T * 1 - ] B i - - " ] 1 '
1 2 4 8 16 32 1 4 8 16 32 1 2 4 8 16 32 1 2 4 8 16 32
nr threads nr threads nr threads nr threads
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load
109 — — , , , 108 .
E % libstdc++ : :
[ —— ulb I
- —a=— folly _
10° | E105 .
104 | 110 |
103 | _ I} 1103 |
: T ¥Tm ' & :
*
. ;l * *}' I I
102 | % I - 1102 |
1 2 4 8 16 32

GCC 11, Ubuntu 2021.10, x64

nr threads

store cmpxchg
1 1 1 1 | :106 - | | 1 1 | :106 -
{10° | 110° |
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T 1 1 E 103 3 : 103 3
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nr threads nr threads

cmpxchg-loop
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nr threads
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Takeaways

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio 123



Is a lock-free implementation of std::atomic<std::shared ptr> possible?
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Is a lock-free implementation of std::atomic<std::shared ptr> possible?

* yes, if you have DWCAS or free pointer bits
e if no DWCAS:
* nr of free bits determines nr of threads accessing simultaneously
 supporting aliased ptr will cause overhead in shared_ptr ctor

Copyright (¢) Timur Doumler | Y @timur_audio | https://timur.audio 125



Is a lock-free implementation of std::atomic<std::shared ptr> possible?

* yes, if you have DWCAS or free pointer bits
e if no DWCAS:
* nr of free bits determines nr of threads accessing simultaneously
 supporting aliased ptr will cause overhead in shared_ptr ctor

e conformance vs. performance tradeoffs
e e.g. refcount batching vs. use_count()
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Is a lock-free implementation of std::atomic<std::shared ptr> possible
in std:: without an ABI break?
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@ Anthony Williams @a_williams - Mar 12, 2019

You're right: if you have many different shared_ptr values that point to the
same block (e.g. derived ptr, base ptr, other base ptr, aliased ptr, etc.) then
my implementation needs a lock-free allocator for the extension blocks.
The bitbucket version allows 3 pointers w/o alloc.

QO 1 Tl QO 3 T,
JF Bastien @jfbastien - Mar 12, 2019

. IIRC you also require changing the shared_ptr ABI, right?
QO 1 [ O 1 T,

Anthony Williams
@a williams

e

Replying to @jfbastien @timur_audio and @StephanTLavavej

Yes, the shared_ptr block needs to handle the split
reference count. The basic algorithm is at
bitbucket.org/anthonyw/atomi...

6:35 PM - Mar 12, 2019 - Hootsuite Inc.
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Is a lock-free implementation of std::atomic<std::shared ptr> possible
in std:: without an ABI break?

* In general, yes (folly uses libstdc++ std::shared_ptr)
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Future work

 Better benchmarks
* My own implementation (work in progress!)
 switchable between DWCAS and pointer-packing
e actually lock-free: non-allocating store of aliased ptr
o experiment further with refcount batching and other optimisations
 publish on github.com/timuraudio
* long-term potential goal: own impl of atomic with DWCAS support
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existing free and open-source implementations
anthonywilliams viyulb folly

on 64 bit
architectures
with 48-bit address
space

Portable?

Lock-free aliased
ptrs?

Standard-
conforming?

partially
(no weak_ptr, etc.)

Production-ready?
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work in progress :)

anthonywilliams vtyulb folly

on 64-bit

architectures
with 48-bit address
space

Portable?

Lock-free aliased

ptrs?
Standard- partially
conforming? (no weak_ptr, etc.)
Production-ready? hopefully one day :)
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